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Tetrahedron Privacy Policy
Effective date: June 22, 2026

This Privacy Policy is a first draft for review by counsel. Do not publish until approved.

1. Scope
This Privacy Policy explains how Take Flight Data Management collects, uses, stores, shares, and protects
information when you use Tetrahedron, our website, applications, trading tools, notifications, and support
services.

2. Information We Collect
We may collect:

Account information: name, email, login details, subscription status, and account settings.

Exchange connection information: exchange name, account connection status, API-key metadata,
permissions, encrypted credentials, and connection diagnostics.

Trading information: proposals, orders, execution logs, paper trades, live trade metadata, positions, PnL
summaries, risk settings, automation settings, fees, alerts, and audit logs.

Usage information: pages viewed, features used, clicks, settings changes, timestamps, device/browser data,
IP address, logs, errors, and diagnostic telemetry.

Payment information: subscription plan, billing status, invoices, payment processor IDs, refund status, and
tax-related metadata. Payment card details should be handled by the payment processor, not stored by us.

Communications: support messages, email alerts, SMS alert settings, notification preferences, and
correspondence.

AI/reporting information: prompts, summaries, recap reports, model outputs, and analytics derived from your
trading/account data.
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3. How We Use Information
We use information to:

Provide, secure, operate, and improve the service.

Authenticate users and protect accounts.

Connect to exchanges at your direction.

Generate proposals, automation decisions, reports, alerts, and account views.

Process subscriptions and billing.

Troubleshoot errors, investigate incidents, and provide support.

Maintain audit logs and security records.

Comply with legal obligations and enforce policies.

4. Exchange Credentials
Trade-enabled API credentials are sensitive. We intend to store exchange credentials encrypted at rest and
tenant-scoped. You are responsible for configuring exchange permissions, safeguarding your exchange account,
and revoking API keys directly at the exchange if needed.

We should not request withdrawal permissions unless counsel and security review approve a specific feature
that requires them.

5. Sharing Information
We may share information with:

Infrastructure and hosting providers.

Payment processors.

Notification providers such as email or SMS vendors.

Analytics, logging, and security tools.

Professional advisers, including counsel and accountants.

Law enforcement, regulators, courts, or other parties when legally required or necessary to protect rights and
safety.

Exchanges or API providers when needed to operate a user-directed integration.

We do not sell trading strategy data as a standalone data product unless a future policy expressly says so and
users are given legally required rights.

6. Data Retention
We retain information as long as reasonably needed to provide the service, maintain audit trails, troubleshoot
issues, comply with law, resolve disputes, enforce agreements, and support security. Retention periods may
differ by data type.
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Counsel/product to define specific retention windows for account data, trade logs, audit logs, support records,
security logs, and deleted accounts.

7. Security
We use administrative, technical, and organizational safeguards intended to protect information. No system is
perfectly secure. Users remain responsible for device security, exchange-account security, API-key permissions,
and credential revocation.

8. Privacy Rights
Depending on your location, you may have rights to access, correct, delete, export, restrict, or object to certain
processing of your personal information. You may contact [Privacy Email] to make a request.

California, Colorado, Virginia, Connecticut, Utah, GDPR, and other regional language requires counsel review
before public launch.

9. Cookies And Tracking
We may use cookies, local storage, analytics, and similar technologies for authentication, security, preferences,
performance, and product analytics. More detail appears in the Cookie and Tracking Notice.

10. Children
The service is not intended for children under 13 and is not intended for users under 18. We do not knowingly
collect information from children under 13.

11. International Use
The service may not be available in all countries or states. If you use the service outside the United States, you
are responsible for confirming that your use is lawful.

12. Changes
We may update this Privacy Policy. Material changes should be communicated through the service, email, or
website notice.

13. Contact
Privacy: [Privacy Email]

Company address: [Company Address]

User signature / electronic acknowledgment Date and time of acceptance
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